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What are USB flash drives™Vhat are they used for?

USB flash drives are high-speed, high-capacity mgrdevices designed for
either short-term or long-terneusabledata storage and easy transport between
computers.

The host computer treats the device just like d dawe, so you can transfer
files of all types to and from the device. Becalledevice emulates a drive, it
supports any type of file, including audio filesi¢h as MP3s) and graphics
files [such as JPEG (Joint Photographic Expertai@rand BMP (bit map)]. In
addition, USB flash drives can support special i@ppbns and a wealth of
personal information you’d rather not leave on pasticular PC. Even so, most
USB flash drives are smaller than a pack of gumcaamdeasily fit onto a key
ring.

What do you need in order to use a USB flash drive?

USB flash drives are particularly appealing dughtar low system
requirements. Only a working USB port and Win98r(ewer) are required.
When working with a Win98 computer, you must inséadeparate device

driver (which the USB flash drive manufacturer gatig provides).
WinMe/2000/XP/Vista do not require separate driveosthe host PC can
automatically identify and support flash devicefder you connect the flash
device, the computer assigns a new drive lettérso you can access and use it
just like a diskette or hard drive.

The Flash Drive is a USB 2.0 device, and it is baokli compatible with USB
1.1 ports. It is available in 128MB, 256MB, 512MBGB, 2 GB, 4 GB, 8 GB,
and larger sizes, so it can store numerous fiesiding music and photos. It's
a great tool for making a quick backup of an imaottdocument or other data
file.

When you connect a USB flash drive to an avail&#® port, [many users
have installed an inexpensive multiple port hult #iits on the desktop within
convenient reach], Windows should automaticallygguze it and treat it as a
separate drive. You can drag and drop files like would with a floppy
diskette, a second internal hard drive, or an ezidrard drive.
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A Thumb Drive’s Dirty Little Secret

If you have a Thumb Drive with a 2GB capacity, yghould be able to copy
2GB worth of data to it. Right? Not necessaigu may copy only 500MB
worth of data (maybe more, maybe less) before waddisk full” message.

This problem cropped up when Microsoft first intuged long filenames.
Before Windows, file names were limited to 8 chégex Now file names can
be up to 255 characters in size!

For the sake of comparison and explanation, thedioectory of a floppy disk
has precisely 224 slots to hold directory entrigefore long filenames, that was
enough for 224 files, and very few people ran thet limit. But each long
filename takes from two to twenty directory slatspending on its length.
Some people have been getting "disk full"* erromnewhen a floppy disk was
only half full.

USB thumb drives are typically formatted using slaene file system that's used
for floppy disks, and they have the same problene fbot directory has a

fixed size, and once it has been filled you can't agdnaore files. That fixed
size may vary and there is no easy way to deterhomemany entries can be
placed in the thumb drive’s root directory (foldeks with floppies, it depends
on the length of each file name that is copied&thumb drive.

Fortunately, there's a solution and it's easy tpl@ment. Store your files in
subfolders. The number of directory (file) entnies subfolder ivariable,
increasing automatically as needed. You can't er@aubfolder in a root
directory that's already full, so move some filsporarily off the USB drive.
Create a new folder on the USB drive and moverathast of the files into it.
Once you've started doing this, you may choosedate other subfolders and
organize your files by category. The main thingpistop dropping everything
into the root directory. Now you'll be able to takavantage of the full capacity
of your USB drive.

Flash Drives and Airport Security X-Ray Machines

There appears to be no negative impact on flasiesithat are taken through
airport security or packed in checked luggage. Muostlern storage devices,
such as SD and CompactFlash memory cards and Btas¥s, are immune to
magnetic fields. There's nothing magnetic in flasmory, so a magnet won't
do any harm.

Page 2 of 15



Repair A “Dead” Thumb Drive

If one of your thumb (flash) drives suddenly diésn’'t give up and throw it
away like you would a defective CD or DVD. Here am® separate strategies
for reviving a flash drive.

Strategy 1

If you have ever attempted to reformatted a thumkedwhether it was on
purpose or not, it could be that you ran into efmm while doing so. Perhaps
the thumb drive wouldn’t function at all. That'@@etty common one, but don’t
worry about it too much. There is a relatively sienfix for this situation and it
involves using the tools provided with your Windosyerating system.

Now, just to be sure, double click on tklg Computer icon on your desktop
and then click on your thumb drive (which you hav&erted into a USB port).
When you click on that icon, you should see a ppthat says something very
similar to this:

Disk 15 not formatted

"j The disk in drive E is not Formatted.
L3

Do wou wank ko format ik now?

Click Yesand then you should see this box:
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If you have gotten this far a solution is withiracé.

Go to Start, Control Panel (make sure you have it set to ttlassic view
option),Administrative Tools, Computer Management Click onDisk
Management
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The screen you will see is shown above and alirftoemation you need is on
the bottom right. Where it indicates your thumbvdrietter, click on it.

Click onNew Partition and then go through the Wizard steps.

Just in case your Wizard allows you to select ahgrooptions, make sure you
selectPrimary Partition . (A Primary Partition is basically the main stagag
area).

Make sure you sele&AT32 as the File System. This assures that everytking i
stored in the proper format. Once done, ckakish. The thumb drive should

be formatted once the screen pops up saying thasibeen formatted. To test
the thumb drive to make sure it works properly,\cagouple of data files to

the drive. Then unplug the drive, but make suredwoit properly, using the

Safely Remove Hardware icon in your taskb: & ).

Plug it back in. Then wait and see if the files stitk there and if they open. If
they do, you have just fixed your thumb drivetifiloesn’t work, contact the
maker of your thumb drive. Often times, if formagfidoesn’t work, the
company requires that there be certain driverderdtive itself. Confusing as
this may be, it is critical for the thumb driveliave them.

Strategy 2 (see discussion of “Smart Drives” stamig on next page)

If you have a Sandisk Cruzer Titanium with U3 Seftevinstalled and want to
remove the U3 components, follow these steps:

Go towww.sandisk.com

At the site’s home page, select the Downloads tab.
Under Select Product Name, select USB Flash Drives.
Select Cruzer Titanium and then click Find Driver.
Select U3 Launch Pad Remover.

Register your Email Address and create a Password.
Download and install the Driver.

NoOARWNE
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8. Double-click on the shortcut icon that will appearyour Desktop.
9. Insert your Cruzer Flash Drive in one of your USBtp and follow the
Wizard’s instructions.

Flash Drives vs. Smart Drives

A USB smart drive is a USB flash drive with addad capabilities, typically
software, that enable it to run active programsiftbe drive, from encryption
technology to personalized Web browsers to Indt@gsaging services. Users
can purchase USB smart drives, or download softivare the Internet that
enables existing flash drives to be upgraded talsndrives.

This new technology allows a drive to store andemvplugged into any PC,
securely rurapplications--without leaving a trace of data on the host cotapu
The applications, data, and personal settingesitie on the portable drive,
permitting you to temporarily turn any Windows Xy&stem into a personal
workstation without threat to your privacy.

Virtually all USB "smart" drive applications aresigned to not leave any
information behind on host computers. As long ailee were saved to the
host computer, the data should not be traceable.

Running applications from the USB drive means,sseace, that your entire
computer productivity can be handled strictly frdra thumb drive itself. To
view a video or see a demonstration of this teabmglvisitwww.u3.com

The disadvantage of using this technology is thattost computer must give
you access to a USB port. Most public computersytba will find in hotels,
on cruise ships, or in Internet cafés do not haeessible USB ports.

For most people, the U3 option should be a mucletqwiority than getting a
drive that is fast enough, big enough, and affdeldbtwo flash drives have
the same features, however, buying a U3 drive dovesyou a bit more
flexibility, since you can always remove the U3te@ire. SanDisk lets you
download a U3-removal utility for its drivebt{p://tinyurl.com/2lhrcp.
U3.com provides a similar utility for non-SanDiskwes
(http://tinyurl.com/3kmnup SanDisk also provides a free tool for reinstali
the U3 LaunchPad, if you want it back latettj.//tinyurl.com/ya7hkj

An excellent program that you can download for FRE&H turn your standard
thumb drive into a smart drive will be foundHdtp://portableapps.com/suite
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Flash drives offer several advantages over other dies:

Optical storage (CD-R, CD-RW, DVD-R, DVD-RW): USE&$h drives
are more robust and portable than optical storagees, coming in
smaller packages and not susceptible to surfaetches, which can
damage the stored content. USB drives can be t&ewmany times,
unlike some of the "-R" varieties of optical stogafat can only be
written once.

Floppy Discs: USB flash drives are faster and aald much more data
than floppy discs. They also do not require anrivgkdrive- just a USB
port.

External hard drives: these are best suited fok-b@c(including cloning)
and storage of large amounts of data, up to selieralred GBs. USB
flash drives are substantially smaller and bec#usghave no moving
parts, tend to be more durable than the HDD-baskedian.

Security for Flash Drives

USB flash drives with password protection and/argption software are
offered by multiple manufacturers. Many USB flasivels allow the user to
have a public and private partition- the publictpaalways accessible, while
the private part is secured though password oryption technology. Users can
also download encryption software onto any USBHhfldsve from the Internet.
[See the sections (beginning on page 11) of thiscdonent for “step by step”
Instructions on how to download, install, and use REE encryption

software.]

Protection from Viruses

In general, the best way to protect your compugeirest virus attacks is
through various available security methods. Theag imclude an Internet fire
wall, a virus scanner and other tools screeningrmng files for viruses. In the
case of USB flash drives, you might want to consrdaning a virus scan on
the contents of the drive before accessing ang.filbere are even some
antivirus applications that can be run directlynfirthe USB "smart" drive to
ensure that your drive won't get corrupted by asthsystem that may have a
virus.

Undocking a Flash Drive

Although some manufacturers claim it is not neagssiais a good practice to
undock your Flash Drive before removing it from th8B port. Note the icon
on the Systray that appears whenever you havesh Elave plugged into a
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USB port. Hover over the icon with your mouse a8dfely Remove
Hardware” will appear. Right-click on the icon ahe&n select “safe to remove
hardware.”

The USB interface standard was created with thesWwaippable feature in
mind. Any USB device can be inserted or extractbdenthe computer is on.
This applies to USB flash drives as well. It isoemended that they not be
removed while data is being read or written to/fribve drive.

Give Your Flash Drive a Unique Name

Open Windows Explorer (Win key + E) and locate ffeesh Drive. Right-click
on the icon and then left-click on Rename. Assigrea& name to the target
drive.

Write Data to a Flash Drive Directly from an Application

After you have createaind saveda data file in one of your favorite
applications, then go teile on the program’#lenu bar and selecBave As.
When the Save As dialog box opens, changé.do& in window to read:
Flash Drive (or whatever name you assigned to it). Now clicksaweand the
data file will be stored on the Flash Drive.

Write Data to a Flash Drive by Using Windows Exploer

A Microsoft utility calledWindows Explorer (akaMy Computer) provides a
window into the contents of yolilash Drive. Windows Explorer provides a
handy tool and a straightforward way to allow yourtanage your system and
the files and folders within it. By taking the tirteelearn how to use this tool,
you’ll work smarter, faster, and more efficienthah ever before.

Access Windows Explorer by holding down on the Véwd Key while tapping
the letter “E” key. This action displays the congeof My Computer with the
Drive and Folders Pane visible on the left side.

Your Windows operating system organizes your fied folders in a
hierarchical structure. Windows Explorer presernts@pane window of this
structure with the left pane, called the “tree” @aconsisting of folders and
subfolders and the right pane, called the “contgrdase, containing your files.
(If you don’t have the two-pane view, click View tre Windows Explorer
menu bar, select Explorer Bar, and click Folderadiivate the left pane.)

Whenever you see a plus sign (+) next to a folckan in the left pane, you can
click on it (the + sign) to display (expand) itdbfalders. When you click
directly on top of a folder in the left pane, yd$ée its contents displayed as
folders and/or files in the right pane.
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Whenever you see a minus sign (-) next to a falter in the left pane, you can
click on it to hide (collapse) its subfolders.

If there is neither a plus or minus sign to thé ¢dfa folder icon in the left pane,
that folder contains no subfolders. Such a folday fme empty or it may have
files contained within it. Clicking on the folddself will show its content in the
right pane.

Opening a file is as simple as double-clickingfitesin the right pane. The
application that it is associated with it will agtatically launch, opening a
window for you to work on the file.

Most Windows tasks involve working with files amalders. Windows uses
folders to provide a file management storage sys$terthe files on your
computer, just as you use manila folders to orgamformation in a filing
cabinet in your home office.

In the filing cabinet in your home, for exampleuymay have a folder that
contains all your insurance papers. But rather tleuing the papers thrown
into the single folder in a haphazard manner, yay have organized
subfolders within the main insurance folder. Thesefoldersthat arenested
inside the main folder (the insurance folder) migétcategorized into such
areas as: homeowners, automobile, life, medicapglemental health and
drug, long-term health care, etc. Then when youtwarefer to your
homeowners policy, you don’t have to dig throughyndifferent unrelated
documents!

Just as your physical file cabinet can contain ntdiffgrent folders and nested
folders in order to enhance the management andataftyour personal
documents and papers, your computer’s electrolecéibinet is set up in
exactly the same way in order to manage and cotfitealhousands of files
stored within.

You can add folders and nested folders of your timyour electronic file
cabinet in order to manage and control your didikas. For example, if you
are creating and storing digital photographs ialddr that you call My
Pictures, it makes sense to create nested folddmmwhe My Pictures folder
that would organize your photos into categorieshSwested folders, for
example, might include such names as: Grandchildiamily; Friends;
Alaskan Cruise; Hawaiian Vacation; etc.

You can even have nested folders contained witbsted folders. For example,
you could have a special folder for each grandghildof which would be
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stored electronically in the Grandchildren foldwattis nested inside the
Photographs folder.

With the above background information describing/lyour folders and files
are organized in Windows, now comes the proceduredpying a data file
from its location on your hard drive and placingnito the flash drive. To
accomplish this task:

1. Seek out the target file in the right pane andcteldy left-clicking on
its icon.

2.  Now from theMenu Bar, selectEdit and then left-click of€opy. This
action places the data file onto the Windows claotdo (There is no
physical evidence that this event has happened.)

3.  Move over to the left column and left click on floen that represents the
Flash Drive. Go to theEdit on theMenu Bar again, but this time select
Paste The data file is now stored on thash Drive.

(During the seminar, we will demonstrate a couplepways to copy and paste
file(s) from a location on your hard drive to adtion on your Flash Drive.

Write Data from a Flash Drive to Your Computer’s Hard Drive

There will be many occasions when you will wantremsfer information from
your Flash Drive to your computer’s hard drive.

To copy a file from your Flash Drive to your comgiis Desktop, follow these
steps:

1. Make sure your Flash Drive is inserted into ongafr computer’'s USB
ports.

2. Access Windows Explorer by holding down on the Véwd Key while
tapping the letter “E” key. This action displayg ttontents oMy
Computer with the Folders Pane visible on the left sidey@fi don't
have the two-pane view, click View on the WindowsgBrer menu bar,
select Explorer Bar, and click Folders to activaeleft pane.)

The two panes work independently of each other.l@tigane will
always show the drives, folders and nested fol(terger the contents of
a folder). The right pane will show the contentshaf folder that you
have selected by single left-clicking on a foldethe left pane. When
you copy or move (cut) files or folders, you wilhays move items from
the right pane (contents pane) to the left pare (ane).

3. Inthe Tree Pane (left pane), locate the FlasheDauwd click on it. This
action will cause the contents of the Flash Drivappear in the right
column.
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4. Left-click on the name of the file you wish to cotywill be selected or

highlighted.

Go to theMenu Bar and selecEdit.

Left-click onCopy to place the file on the clipboard.

In the Tree pane (left pane), left-click on thedfal to which you want to

paste the file.

8. From theEdit menu, left-click orPaste The file that originated on your
Flash Drive will now appear in the target locataryour hard drive.

Encrypting (Password Protecting) Your Thumb Drive

There is always a risk that you could lose yourrmihbwDrive. For that reason, it
Is a good idea to password protect its contents.

No g

Follow these steps to encrypt your data files amryidhumb Drive.

1. Go to this sitehttp://tinyurl.com/rjisgXThis program lets you right-click
any file or folder and apply 128-bit AES encrypti@onvert text into
code). An encrypted folder or file can be openelg by someone
holding the "key" or passphrase.

2. Atthe PC World Webpage, click on Download Now owahload the
AxCrypt program.

3. If your download doesn't begin automatically withifew seconds, click
on “here.”

4. When the “File Download — Security Warning” dialbgx appears,
checkSave.

5. When the “Save As” dialog box appears, clickasktop.

6. Note that the name of the program that will be semthe Desktop is
AXxCrypt-Setup.exe

7. Click Save

8. Return to your Desktop.

9. Double-click on theAxCrypt-Setup.exefile.

0

1

Proceed through the installation wizard and actteptlefaults as you go.
After the installation, you may delete tAgCrypt-Setup.exefile from

the Desktop.

12. Now open Windows Explorer (Windows key and the F tagether).

13. In order to encrypt (password proteéENERY folder, file, or group of
files that you have added to your thumb drive, tiglitk on the thumb
drive icon in the left column, hover ovBkCrypt and then click on
Encrypt Copy to .EXE. (This action will encrypt all the stored folders
and files, but will retain the original files in amcrypted state.) Do NOT
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select either of the two boxdemember this for decryption; Use as
default for encryption.

14. In the AxCrypt dialog box that appears, type irmagphrase and then
verify by retyping the same passphrase. This aetitirencrypt all the
folders and files in the Thumb Drive.

15. Delete all the original copies of the files thaneen uncrypted, leaving
only files on your Thumb Drive that are fully passa-protected.

16. Now, should you misplace your thumb drive with inpat data on it,
you can be confident that it cannot be retrieve@dityyone who does not
know the correct passphrase.

17. In addition, you will be able to take your Thumhbi@rto another
computer and open the protected files, even thaouglhost computer
does not have the AxCrypt program installed.

18. While at another computer and with your Thumb Dingtalled, double-
click on the encrypted file. Click on Encrypt. pe/the Passphrase. (This
action will create a copy of the file in an uncegtstate.

Use Passphrases Rather Than Passwords:
Are you currently using weak passwords?

You probably already know not to create passwosiisguany combination of
consecutive numbers or letters such as "123456IM8fopqgrs"”, or adjacent
letters on your keyboard such as "gwerty." And yeyrobably heard that
using your login name, your spouse's name, or pothday as your password
are also likely breaches of your personal secuntyddition, you should never
use a word that can be found in any standard diatioor book of famous
guotations, in any language. Crackers use sopatstidools that can rapidly
guess passwords based on words in the dictionatyferent languages, even
common words spelled backwards.

If you use a common word as your password, you tiighk you're protected
if you replace letters of that word with numbersgmbols that look like the
letters such as M1cr0$0ft or P@sswOrd. Unfortugatelckers know these
tricks too.

Most of Our Passwords are Pushovers!

A survey carried out for the Infosecurity Europsdie show in 2004 found that
more than thirty-four per cent of respondents vtdared their password when
asked, without even needing to be bribed! TheKtggestion" that resulted in

people revealing their password was, "Does yousyasd have anything to do
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with a pet or child's name?" Instead of responaliig a yes or no, more than a
third of the respondents blurted out their passwdety impressive.

Good passwords are absolutely essential for dataise Even the world's
strongest encryption (the translation of data ant®cret code.) algorithms (a
formula or set of steps for solving a particulaslgem) or logon procedures
won't protect you if you use the wrong password.

Even if your passwords once were safe, they mapaaodday. Passwords that
were fine even just a couple years ago may nowubeevable to attack because
of huge advances in hardware and software. Makcimackers (crackers) now
have tools that can make hundreds to thousandsesfsgs in less than a
second. Passwords that might once have taken montfesars to crack can
now be cracked in hours, minutes, or seconds.

And it takes very little skill to mount a passwattiack. The simplest form of
attack is based on dictionary lists, as notedearlihe cracking software

simply tries every possible word in a dictionanyc{uding foreign language
dictionaries). Any password found in the dictionanyl thus soon be
discovered. This type of software is extremely $enip create because no deep
analysis or cryptographic skill is needed to defeahy passwords!

Similarly, passwords based on common phrases ayaweak. A cracker can
use a dictionary of famous quotations in much Hraesway as using a
dictionary of individual words. Thus, any passwbesed on familiar quotes is
likewise easily discovered.

It's only just a little more complicated for a naadius hacker to cover the most
common permutations and variants of words and pBrdsor example, some
people choose a password or phrase, and then tgpetihat word or phrase,
but shift their hands one character to the rig#t, Up, or down from the normal
typing position. The resulting output looks likéerish, but really isn't. It
retains a regular pattern that a computer easilyso#f out.

At a quick glance, “-wee305r" looks like a prettyogl password, but it's
actually not. It's just the word "password" witle tkeys shifted up one row and
to the right as it's typed. A computer can craek gassword almost instantly,
and yet many people use that simple trick (or athest as easy to defeat) in the
false belief that they're safe.

A less obvious word might look harder--- for exampb08fue60j4" is simply
the word "touchstone" disguised the same way. Baitra a computer will rip
through that password in an eye blink.
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Similarly, taking a common word or phrase and gyio make it more complex
through random capitalization or by appending nuimldees little to add real
security. For example, in one demonstration, a skw and antiquated PC
running a widely-available cracking tool was ald@tiess the password
"ChEcK12" in only 26 seconds; and today's top-@&Hihe PCs could perform
the same crack in 1/1000 of a second!

What Makes A Good Password?

So, what makes a good password? There are three faejorsiength,
complexity, andrandomness We've already touched sandomness A good
password will be a truly unique combination of @wers, and that means that
the password should not appear in any form in actyothary, book of
guotations, and so on. The password also shouldenbased on simple
substitutions or transpositions of common wordplorses: If any underlying
pattern remains it becomes easy to crack.

Complexity also is easy to understand. For example, if yoit fyourself to the
lower-case letters of the English alphabet, eaanadter in your password will
have only 26 possible values. Simply allowing uppse and lowercase letters
means that each character in the password carb2adiferent values. Add in
numbers (0-9) and you have 62 possible valuestraldunctuation and
symbol characters commonly found on a US-Englishpater keyboard, and
you have a total of about 92 unique (non-repeajuogksible values. Clearly,
using all the kinds of characters available to gmmificantly increases the
complexity of a password.

Length also is hugely important: A two-character passwuaigere each
character could be any of 92 possible values, ddfarst 8464 (92X92) unique
combinations. Three characters allow 778,688 (92022 possibilities; four
yields 71,639,296 (92X92X92x92), and so on. Sorblebbnger passwords are
better because the number of possible charactdninations increases
exponentially with length.

Online Calculator Will Estimate the “Cracking Time” for Various
Passwords

While something like 71,639,296 password possiéditvould be daunting in
human terms, it's nothing to the brute strength BC. An online calculator
(located ahttp://lastbit.com/pswcalc.asfets you play with variables to see
how long a "brute force" password-cracking programuld have to run to
defeat passwords of varying lengths and complexitilte that the "speed --
thousands of passwords per second" figure depeartdmiy on the speed of a
given PC, but also on the efficiency of the cragksoftware, which is a huge
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variable in itself. But the calculator is seedethvein exceedingly low number,
which significantly under-represents the poweroalfay's PC's and software.
For a more realistic view of contemporary threatls, crank up the "speed"
variable by several orders of magnitude. (For a\Wware-based starting point,
you may wish to note that the common Intel P6 gabée of processing
hundreds of millions of instructions per second.)

Create strong passwords that you can remember

You could come up with a completely random combamabf numbers and
symbols for your secure password, but that's ngt peactical. How would you
remember it? Chances are you'd write it down amg kiein the top drawer of
your desk and then it's no longer such a greawmasdsafter all, particularly if
it is lost or misplaced.

A strong password is one that is at least eight id@ers, includes a
combination of letters, numbers, and symbols aneé&sy for you to
remember, but difficult for others to guess.

Create a strong “passphrase”

The easiest way to create a strong password tliatvga't have to write down
Is to come up with a passphrase. A passphrasgestance that you can
remember, like "Our first home was a small Cap C¥du can make a pretty
strong password by using the first letter of eaondwf the sentence. For
example, ofhwascc. However, you can make this paskeven stronger by
using a combination of upper and lowercase lettembers, and special
characters that look like letters. For examplengishe same memorable
sentence and a few tricks, your password is nowR&$((.

If you think that a phrase that you have made dupashard to remember, you
could try a more common phrase, such as "You taach an old dog new
tricks." If you're using a common phrase make soiiaject at least one number
or symbol into the password. Such as “U(+@0dn+".

Other examples of passphrases (passwords)

4ds@7y@rfbfot( translation: “Four score and 7 yeays our fathers
brought forth on this continent.”

Anwy((d4yAwy(d4y(...translation: “Ask not what youbantry can do
for you; ask what you can do for your country.”
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